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1 Security rules

Please read the instructions carefully before using the MAXWIFI equipment. You will
find information to use the equipment correctly and prevent incidents. Please keep
the manual in a safe place.

This device is design to work in indoor.
Keep clean and without obstacles a minimum around this equipment.
Do not place any heating source near this equipment.

Do not install this equipment outside its temperature range.

a bk 0N e

Avoid placements where liquids could be poured in or with important temperature

changes.

o

Never open the device by yourself. Refer servicing to qualified staff only.

7. Turn off the equipment before cleaning it with a dry cloth.

8. During connection it is suitable that the equipment is switched off and not connected to
electrical current.

9. Respect electrical security rules during the assembly. Use materials that fulfil laws in
force.

10.Connecting pin (power plug) must be quickly and simply accessible in order to assure a
fast disconnection.

11.To prevent hock hazard, do not touch the power plug with wet hands. Always unplug the

receiver before working on the connections.

12.Do not put any heavy objects over this equipment; the equipment could be damaged.

Note:

The instructions in this manual are based on version 2.7.5
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2 Content of the box

Depending on the type of product that you have purchased either a MAXWIFI 3 KIT or a
MAXWIFI unit when you open the box for the first time, you will find the following items:

Content Kit MAXWIFI 3

O a9
. .
.
CIEY

1x Controller device

2 x Agent devices

3 x power supply 12Vdc-1A Quick installation guide

Reserverd for technical change and/or errors - 5 - MAXWIFI Version_EN_1.2 Fte maximal



User’'s manual - MAXWIFI/MAXWIFI2/IMAXWIFI3

Content Kit MAXWIFI 3

1x Controller device
i

1 x Agent devices

.f
v
2 x power supply 12Vvdc-1A Quick installation guide

1 x patch cord cat 6 U/UTP 0.5 m

Content MAXWIFI device
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1 x device MAXWIFI

"Fte s

1 x power supply 12Vdc-1A Quick installation guide

3 Description of the product

Depending on the type of product selected either a KIT MAXWIFI 3, kit MAXWIFI2 or a
MAXWIFI unit when you open the box for the first time, you will find the following items: The
MAXWIFI equipment can be configured as a router or wireless access point. It has an 802.11 a
/'b/g/ln/acwireless connection with dual band support at 5GHz and 2.4 GHz. It also has two
1Gbit Ethernet connections. The first is the WAN connection and the other is the LAN
connection that you can use to connect a computer via cat6 cable.

The MAXWIFI3 kit consists of 3 MAXWIFI devices already configured at the factory. The
Controller device that acts as a router and network controller and two satellite or Agents
devices are repeaters in the wireless network. Only need place the devices in their locations,
connect the Controller to your operator router via LAN cable as described below and turn on
the devices. Is possible add more devices in your installation with additional MAXWIFI
equipment to cover all the rooms in your home or offices.

The MAXWIFI2 kit consists of 2 MAXWIFI devices already configured at the factory. The
Controller device that acts as a router and network controller and one satellite or Agent device
is repeater in the wireless network. Is possible add more devices in your installation with
additional MAXWIFI equipment to cover all the rooms in your home or offices

MAXWIFI equipment will create a new wireless network in your facility. Unlike classic wireless
repeaters, MAXWIFI equipment supports EASY MESH, which will allow you to create a single
wireless network with a single SSID (network identifier), for all MAXWIFI equipment installed.
In addition, the nodes of the MESH network interact with other nodes to manage the network
redirecting the traffic according to the needs of each moment and improving the performance
of the entire network.
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4 Example of Installation

In the following example, we see a home with a MAXWIFI3 Kit installed. The kit is made up of
three MAXWIFI devices. One device is configured as a controller that will connect to the
operator's router to obtain the internet connection. The controller node allows you to configure
the entire wireless network and information of the network identifier (SSID) and passwords.
The two devices configured as Agent are repeaters of the signal.

Placing correctly theses equipment, we will have wireless coverage throughout the house for
the different wireless equipment, without a problem of signal loss. All configured MAXWIFI
devices create a single network. If a user moves around the house, their wireless device will
connect to the MAXWIFI node that automatically provides the best quality signal.

MAXWIFI
Agent

MAXWIFI
Controller

MAXWIFI
Agent

OPERATOR Jome
ROUTER Garme
console

— AN =" Wifi — HDMI
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5 Connections

A) Status Led : This led show a information depending the color

a) Blue: The RSSI level is very high the device has an excellent connection.

b)  Green: The RSSI level is high. The device has good connection.

C) Yellow: The RSSI level is low. The device has a bad connection

d) Purple: The RSSI level is null. The device is not connected. When the device is
booting the led has the same color.

e) Red: The device controller is boot or the Agent device or controller are not
configured the Easymesh.

f) Aquamarine blue: The device is loading the factory values and it will be
restarted. WAN: Connect this port of the device Controller to one LAN port of your
operator router using a Cat 6 cable.

B) Button WPS/Reset : Pressing and hold one or two second this button start the option WPS
or start the pairing of the MAXWIFI Agent with a MAXWIFI controller device. If press and
hold more than 15 seconds and release the button the device load the factory values and
reboot.

C) Power connector: Plug the jack from the external power supply 12Vdc-1A.

D) Identification label:  This label allocate in the rear side is only available for the device are
included in the Kit MAXWIFI3. It is used to identify the device configure as Controller” and
the devices configure as “Agent”. In the additional equipment, the label is not included and
you must configure it according to its type, following the steps that will be described in this

manual.
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6 Installing the Kit MAXWIFI3/MAXWIFI2

As we commented before the kits MAXWIFI3 or MAXWIFI2 are configure. Only need connect
and place in the correct placement to work. If you need change their settings go to the chapter
“7 Device setting” of this manual.

To install your MAXWIFI3/MAXWIFI2 KIT, you must connect a Cat 6 U/UTP cable to
interconnect the Controller equipment to your operator router. In the MAXWIFI 2 Kit it has one
of cat 6 included. If you need a longer cable length, you will need to purchase a Cat 6 U/UTP
cable separately.

The steps to connect the Controller device are:

MAXWIFI
CONTROLLER

1) Connect one side of the LAN cable cat 6 U/UTP

ROUTER in one LAN port of your operator’s router and the

other side to the WAN port of the devive
MAXWIFI marked as “Controller”.

2) Plug the jack of the power supply to the
MAXWIFI Controller.

3) Plug the external power supply to the mains.

The MAXW!IFI device needs around one minute to boot.

The equipment marked as Agent must be place in the placement. To install the MAXWIFI
Agent please, follow the next steps:

MAXWIFI
AGENT

4) Connect the jack of the power supply to the MAXWIFI Agent.
5) Plug the power supply to the mains.
The MAXWIFI device needs around one minute to boot. Wait until the device is boot
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6) Check the colour of the Led status marked as 6 in the next picture in the front of the
device.

Depend of the colour we can estimate if the placement of the Agent is correct or not.
If the color of the status is:

e Blue: The device Agent receives the best
Wireless signal. The connection will be very fast.

e Green: The level and quality of the Wireless
signal is good. The connection speed will be fast.

* Yellow: The level of the Wireless signal is low.
The speed of the connection will be low.

* Purple: The level of the Wireless signal is null. It
has not connection. In this case try to change the
placement of the device to find a better Wireless
signal.

It is possible to improve the wireless signal of one device needs move other devices to find the
best coverage of the network.

Note:

To connect one device to the Wireless network of the Kit MAXWIFI3 must be use the SSID and
password write in the bottom label of the controller device. If you change the settings
remember use the new values.
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7 Device settings

If you buy an additional MAXWIFI device or need change the settings of the current devices of
the kit MAXWIFI you must be enter in the friendly Web interface of the device.

7.1 First steps

To configure the device is needed a computer or mobile device with a compatible web browser
as for example: Google Chrome, Firefox or Microsoft Edge. In this manual we are explaining
how we do the configuration using a computer with Windows OS and using the Ethernet
interface.

Connect the Ethernet interface from the computer to the LAN port of the MAXWIFI device
using a patch cord cat 6 U/UTP.

The MAXWIFI has a DHCP server. It can assign an IP address to the computer. To change the
settings of MAXWIFI Agent we recommended do a factory reset and connect using the default
settings.

Windows 10

Click in the Windows start button » Settings ¥ Network and Internet + Ethernet
Change Adapter Settings. Right click on “Local Area Connection” and then select “Properties”
in the contextual menu.

Follow the next steps to set the properties of the Internet protocol Version 4. Do double click on
“Internet Protocol Version 4 (TCP/IPv4)” to enter the IP settings of your adaptor.

U Ethemnet Properties x Internet Protacol Version 4 (TCP/IPv4) Properties X
Networkdng | Shanng | General Alternate Configuration
Connect using: You can get IP settings assigned automatically if your network supports
this capabdity. Otherwise, you need to ask your network administrator
5 Marvell Yukon 8BEB039 PCIE Fast Ethernst Contrallsr for the Boprasriete 1P SeegE.
[Geigire. | (@ Obtan an IP address automatically
This connection uses the fallowing tems =
— (C) Use the following IP address:
) B3 Clert for Microsoft Networks ] " |
I and Prirter Sharing for Micrasoft Networks
¥ " VinuglBax NDISE Bridged Netwarking Driver g T ‘
W B gos Packet Scheduler
(S (e Protocol Version 4 (TCP/Fv4) L |
[ Microsoft Netwark Adapter Multinlexor Protacel
¥ 4 Microsaft LLDF Frotocal Diiver v @) Obtan DNS server address automatically
n > ~
‘ (O Use the following DNS server addresses:
Properties | |
[ |
Cortrol Pretocol/intemet Protocol. The defauit L - .
d
Advanced...
= = o[ e

Configuring the protocol TCP/IPV4 to Obtain an IP a  ddress from DHCP

In the computer Select obtain an IP address automatically and Obtain DNS server address
automatically.

Press OK and close the windows.

To change the properties of the in Internet Protocol Version 4 in other operative settings check
the help.

Using the Wireless connection

If your computer only has a wireless card, you must know the values of the current SSID and
password of the MAXWIFI device. The default values of SSID and password are in the bottom
label of the device MAXWIFI. To connect turn on the MAXWIFI device wait a minute and
select in your computer in the list of available Wireless SSID the value of the SSID of the
MAXWIFI device. After that the first time is needed type the password. Type the password and
the computer will be connected.
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7.2 Web interface

7.2.1 Login Page

If the MAXWIFI device was off, turn on the MAXWIFI device and wait a minute. Open the web
browser in your computer and type in the address bar the IP address of the MAXWIFI device.

By default you must type

http://192.168.88.1

The Login page must be showing

"Fle

maximal

LOGIN PAGE

Username

Password

Login

If the MAXWIFI device has the default settings, the first time must be type the next Username
and Password.

Username: admin
Password: system

Select with the mouse the button login and do Left click to access.

Notes:
1. For next logins is needed type the correct values.

2. The device only allows 3 trying to enter the correct login and password. If fail 3 times
typing the username and password, the device block the Access some minutes as security
rules.

3. If don't remember the login and password of the device, you can restore the default
settings pressing and hold 15 seconds the WPS/Reset button in the rear of the device.
After that you need wait around one minute to reboot the device. Now you must be connect
to the default IP address of the device can type the default user and password in the login

page
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The first time after access with the default user and password, for security rules the device
MAXWIFI ask to change the username and the password.

"Fte

maximal

New Password Setup

Userhame

( Password |

ConfirmPassword |

Apply

In this screen you must be type the next fields:
Username : Type the new username.

Password: Type the new password in this field. To be valid the password must be include
uppercase characters (A..Z), lowercase characters (a..z) and numbers (0..9).

Confirm Password: Repeat the previous password.

Press apply button to confirm and access to the web interface
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7.2.2 Description of the workspace

.F.!e SETUP WLAN 5G WLAN 2.4G EASYMESH TCR/IP FIREWALL MANAGEMENT LOGOUT +— 1
2 —» GENERAL EasyMesh General Settings
TOPOLOGY This page is used to configure the parameters for EasyMesh feature of your Access Paint.
Device Name Mesh_4810
Role ® Controller Agent Disabled
WPS Trigger: Start PBC 3

Save & Apply  Cancel

1) Top menu: Allow Access to the different settings tabs device.
2) Side menu: It is possible select sections of each tab.
3) Workspace: You can change the options of each section here.

7.2.3 Configuring a MAXWIFI device as MESH controll  er

Please, follow the next steps to set a MAXWIFI device as MESH controller of the wireless
network. When access to the web interface you must be show the setup wizard screen to
configure the device. If not appear, do a click over the tab Setup.

Step 1: Welcome screen.
This welcome screen appears the option will be updated by the wizard.

.Fte SETUP WLAN 56 WLAN 2.4G EASYMESH Tce/ip FIREWALL MANAGEMENT LOGOUT

rasimal

WIZARD

Setup Wizard

The setup wizard will guide you to canfigure access paint for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

1. Setup LAN Interface
2. Setup WAN Interface
3. Setup Wireless Interface

Next>>

Press Left click of your muse over the button Next >> to continue to the next step
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Step 2: Lan Interface setup.
In this section we configure the IP and net mask of the MAXWIFI controller device. With this
information is defined the local network.

.Fte SETUP WLAN 5G WLAN 2.4G EASYMESH Tce/ip FIREWALL MANAGEMENT LOGOUT

manimal

WIZARD

LAN Interface Setup

This page is used to configure the parameters far local area netwaork which connects
to the LAN port of your Access Point. Here you may change the setting for IP
addresss, subnet mask, DHCP, efc..

IP Address: 192.168.88.1
Subnet Mask: 1255.255.255.0 )

Cancel <<Back Next>>

IP address : Type the IP address of your MAXWIFI device controller.
Subnet mask : Type the subnet mask.

Warning:

If change the IP address, that will be the IP addre ss of the controller device. After finish
the last wizard step you need type in the address b ar of your web browser http://the new
value of IP address to connect again with the contr  oller device.

Do left click of the mouser over the button:
Next >>: to continue to the next step of the wizard
Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.

Paso 3. WAN interface setup

The WAN interface allows connect the MAXWIFI device to Access to internet, when we
connect to the operator router or using a PPPoE conection. Only it is needed connect the WAN
in the controller device.

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/TP FIREWALL MANAGEMENT LOGOUT

ervaniernal

WIZARD

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP or PPPoE by click the item value of WAN Access type.

WAN Access Type: DHCP Client v |

Static IP
DHCP Client
PPPoE |

Cancel <<Back Next>>

The WAN access has 3 options:
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 DHCP Client. The MAXWIFI device automatically obtains the network values through
the DHCP server of its operator router. Select this option if you connect the MAXWIFI
equipment to one of the Ethernet sockets of your operator router.

» Static IP: You must be type the IP settings of the WAN interface.

. Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
L
WIZARD
: WAN Interface Setup

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP or PPPoE by click the item value of WAN Access type.

WAN Access Type: StaticIP v

IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
DNS : 0.0.0.0

Cancel <<Back Next>>

IP Address : Type the value of the IP address for the WAN interface.
Subnet Mask : Enter the new value subnet mask

Default Gateway : Type the IP address of the Gateway

DNS: Enter the value of the IP address of the DNS.

* PPPoOE: (Point to Point Protocol over Ethernet). Check with the Service operator or your

system administrator the next value to connect to PPPoE

.Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT

WIZARD WAN Interface SetUP

This page is used to configure the parameters for Internet network which connects
to the WAN port of your Access Point. Here you may change the access method to
static IP, DHCP or PPPoE by click the item value of WAN Access type.

WAN Access Type: PPPOE v

User Name:

Password:

Cancel <<Back Next>>

User Name: Type the user name.
Password: Enter the password in this field.

Do left click of the mouser over the button:

Next >>: to continue to the next step of the wizard
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Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.

Paso 4 Wireless 5GHz basic settings

.Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCcp/1p FIREWALL MANAGEMENT LOGOUT

manimal

WIZARD

Wireless 5GHz Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: 5 GHz (A+N+AC) v
Mode: AP v

SSID: Fte_C73A5410
Channel Width: 80MHz v
Channel Number: Auto v

Cancel <<Back Next>>

In the basic settings we see the next parameters:

Band: The options available are: 5 GHz (A), 5 GHz (N), 5 GHz (A+N), 5GHz (AC), 5GHz
(N+AC) and 5GHz (A+N+AC). The default value is 5GHz (A+N+AC).

Mode: Only can be set the value AP.

SSID: Enter the name of your wireless network in this field. Please make a note of this value to
find out later the name or identifier of your wireless network when searching for it with your
wireless devices.

We recommend that both the 5GHz wireless connection and the 2.4 GHz wireless connection
have the same SSID or network name. With this, in the event that a wireless device loses the
coverage of the 5GHz network, it can use the 2.4GHz network automatically.

Channel Width: The available values are 80 MHz, 40 MHz and 20MHz. El default value is 80
MHz.

Channel number: By default is auto, you can select one of the next values of the list: Auto, 36,
40, 44, 48, 149, 153, 157, 161.

Do left click of the mouser over the button:

Next >>: to continue to the next step of the wizard

Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.
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Step 5 Wireless 5 GHz Security setup

-Fte SETup WLAN 5G WLAN 2.46G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT

e nienal

WIZARD

Wireless 5GHz Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: | WPA2(AES) v
Pre-Shared Key Format: Passphrase v

Pre-Shared Key: C73A4810

Cancel <<Back Next>>

In this screen have the next settings:

Encryption: Select the type of encryption of the wireless network. The possible values are:
None, WEP, WPA(AES), WPA Mixed. We recommended the default value WPA2 (AES) to use
the MESH network.

Pre-Shared Key Format : Select between Passphrase or HEX (64 characters). El default value
is Passphrase.

Pre-Share Key: Enter in this field the Pre-Share key using as password in the wireless
network 5GHz.

Please, make a note of the Pre-Share Key value sot hat you can use this password for
your wireless network.

We recommend use the same values in the wireless network 2.4 GHz and 5 GHz to be able to
switch from one network to another band in a transparent way by a wireless client device.

Do left click of the mouser over the button:
Next >>: to continue to the next step of the wizard
Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.
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Step 6 Wireless 2.4 GHz basic settings
In this step we do the settings of the Wireless 2.4 GHz.

-Fte SETUP WLAN 5G WLAN 2.46 EASYMESH TCce/IP FIREWALL MANAGEMENT LOGOUT

e niemal

WIZARD

Wireless 2.4GHz Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point.

Band: 2.4 GHz (B+G+N) v
Mode: AP w

SSID: Fre_C73A4810
Channel Width: 40MHz v

Channel Number: Auto v

Cancel <<Back Next>>

In the basic settings we see the next parameters:

Band: The options available are: 2.4 GHz (B), 2.4 GHz (G), 2.4 GHz (N), 2.4 GHz (B+G), 2.4
GHz (G+N) and 2.4 GHz (B+G+N). The default value is 2.4 GHz (B+G+N).

Mode: Only can be set the value AP.

SSID: Enter the name of your wireless network in this field. Please make a note of this value to
find out later the name or identifier of your wireless network when searching for it with your
wireless devices.

We recommend that both the 5GHz wireless connection and the 2.4 GHz wireless connection
have the same SSID or network name. With this, in the event that a wireless device loses the
coverage of the 5GHz network, it can use the 2.4GHz network automatically.

Channel Width: The available values are 40 MHz and 20MHz. El default value is 40 MHz.

Channel Number : Select one option of the next list: Auto, 5, 6, 7, 8, 9, 10, 11. The default
value is Auto .

Do left click of the mouser over the button:
Next >>: to continue to the next step of the wizard

Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.
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Paso 7 Wireless 2.4 GHz security setup

.Fte SETUP WLAN 56 WLAN 2.46G EASYMESH TCr/IP FIREWALL MANAGEMENT LOGOUT

Wireless 2.4GHz Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.

Encryption: | WPAZ(AES) v
Pre-Shared Key Format: Passphrass v

Pre-Shared Key: C73A4810

Cancel <<Back Finished

Encryption: Select the type of encryption of the wireless network. The possible values are:
None, WEP, WPA2(AES), WPA2 Mixed. We recommended the default value WPA2 (AES) to
use the MESH network.

Pre-Shared Key Format : Select between Passphrase or HEX (64 characters). El default value
is Passphrase.

Pre-Share Key: Enter in this field the Pre-Share key using as password in the wireless
network 2.4 GHz

Please, make a note of the Pre-Share Key value sot hat you can use this password for
your wireless network.

We recommend use the same values in the wireless network 2.4 GHz and 5 GHz to be able to
switch from one network to another band in a transparent way by a wireless client device.

Do left click of the mouser over the button:

Cancel: To cancel the wizard and go to one settings screen of the device.

<< Back: To return to the previous step.

Finished >> Press this button to save the new settings. Please, wait some second and don’t
close the web browser while the device saves the new settings.

When the device was saved the settings, it shows again in the web browser the first step of the
wizard.

if you are connected by wireless network and chang e the settings of the SSID and
password remember to connect again with the device it is necessary find again the new

SSID in the list of the wireless of you computer an  d to connect type the new password.
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If you change the IP address in the local network s ettings remember that is the new IP

of the MAXWIFI device. You need type in the web bro  wser http://new_IP address of the
MAXWIFI to continue with the next step.

Step 8 EasyMesh settings for a MAXWIFI controller.
To enable the EasyMesh settings for your MAXWIFI device move the mouse over the Tab
EASYMESH and do a left click to select it.

-Fte SETUP WLAN 56 WLAN 2.26 MESH TCR/ TP FIREWALL MANAGEMENT LOGOUT
s b

EasyMesh General Settings
This page is used to configure the parameters for EasyMesh feature of your Access Point.

Device Name Mesh_4810

Role Controllar Agent ® Disabled

Save & Apply Cancel

The screen General has the next options:
Device name : This name will be the name of the node in the MESH network. By default the

device set a name but the user can change this name to identify more easily.

Role: In this option we set the type of device in the MESH network. Select controller if you set
this device as controller, select Agent to set the device as Agent and disabled if this device will
be not part of a MESH network. Select controller in this option because we are configure the
device as controller.

Remark

Only one device could be a controller in a mesh network.

Press the button Save & Apply to save the settings and apply the change. Please, wait some
seconds and don’t touch any option until the device updates the screen. When it is finish
appear in the left side the TOPOLOGY option where you can see all devices by node in the
MESH network.

-Fte SETUP WLAN 56 WLAN 2.46 EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
=]
GENERAL EasyMesh General Settings
TOPOLOGY This page is used to configure the parameters for EasyMesh feature of your Access Point.
Device Name Mesh_4810
Role ® Controller Agent Disabled
WPS Trigger: Start PBC

Save & Apply Cancel
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7.2.4 Configuring a Maxwifi agent

Conect the power supply to the Maxwifi agent and wait one minute. If the device was
configured and don’t know the settings, the best way is press and hold the WPS/Reset button
15 seconds and release the button to restore the factory reset.

Connect the Ethernet port of you computer to the LAN port of the MAXWIFI device. If you
preffer use a wireless connection the default SSID and password are written in the bottom
label. Please access to the device as explaining in the point 6.2.1 of this manual. When we
show the wizard we skip and select the tab EASYMESH.

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCR/1P FIREWALL MANAGEMENT LOGOUT
GENERAL EasyMesh General Settings
This page is used to configure the parameters for EasyMesh feature of your Access Point.

Device Name Mash_4810

Role Controller Agent ® Disabled

Save & Apply Cancel

Device Name Type the name of the agent en la Red MESH.

Role: This option we define the role of the device. In this case select the option Agent.

-Fte SETUP WLAN 56 WLAN 2.46 EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
maninat
GENERAL EasyMesh General Settings
TOPOLOGY This page is used to configure the parameters for EasyMesh feature of your Access Point.
Device Name Mesh_4810
Role Controller '® Agent Disabled
WPS Trigger: Start PBC

Save & Apply Cancel

Press the button Save & Apply to save the new settings and apply

After wait some seconds you will see the screen will be update and several tab disappear. That
is normal because the Agent device depend of the controller for theses parameters.

Close the web browser and disconnect the cable of the LAN port (if you connect before). If you

were connected by wireless the current SSID is not longer valid and need connect to the
controller SSID.
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7.2.5 Pairing a MAXWIFI Agent with a MAXWIFI Contro ller

We recommended to pairing the equipment will be closed for example the distance less than 2
meter. To pairing the device follow the next steps:

The both equipment must be on and must be pass at least 2 minutes on. The light indicator in
the Agent device must be red.

1.- Press and hold the button WPS/Reset in the MAXWIFI controller around 2 seconds.
Release the button WPS/Reset. You can see the status led in the front must be blinking.

2.- Press and hold the button WPS/Reset in the MAXWIFI agent around 2 seconds.
Release the button WPS/Reset. You can see the status led in the front must be blinking

Button WPS / Reset

Device Controller Device Agent

3.- After some seconds the light indicator of the controller and agent device will be not
blinking and the status light color of agent device will be blue because it has a excellent
signal strength and quality.

Light indicator

J“H

Device Agent

Now the both devices are pairing.

After the pairing, turn off the power of the agent device and place the Agent its placement.
Turn on and wait a minute to the device boot. Check the status light as we comment in the
page 11 of this user manual.

Repeat all the steps for the other MAXWIFI agent.

Now you can use the new wireless network.
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Advance settings of the Wireless network

The devices MAXWIFI have many settings. All options are only available in the device
configure as EASY MESH controller. The device configured as Agent has not several options.
From here we understand the user is connected to the controller device.

7.2.6 Guest network

In this chapter comment how enable the guest network, this network allow of your guest
connect to internet without access of your local network for example try to connect to to the
MAXWIFI controller.

The first step is selected the TAB WLAN 5G or WLAN 2.4G in the top menu and choose the
option BASIC Setting. Press the button Guest Network.

= Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCPf1p FIREWALL MANAGEMENT LOGOUT
masiomal
BASIC SETTING Wireless Basic Settings -WLAN 5G
ADVANCED This page is used to configure the parameters for wireless LAN clients which may connect to your Access Point. Here you may
change wireless encryption settings as well as wireless network parameters.
SECURITY
Disable Wireless LAN Interface
ACCESS CONTROL 5
Band 5 GHz (A+N+AC) v
WPS
Mode AP v Guest Network
SCHEDULE
SSID Fte_C7344810
Channel Width 80MHz v
Channel Number Auto v
Broadcast SSID Enabled v
Associated Clients Show Active Clients

Save B Apply Cancel

By default the guest network is disable.

.F!e SETUP WLAN 56 WLAN 2.46 EASYMESH TCR/IP FIREWALL MANAGEMENT LOGOUT
—
BASIC SETTING Guest Network
ADVANCED This page shows and updates the wirsless setting for guast network,
SECURITY No. | Enable SSID ' Broadcast SSID | Active Client List |
ACCESS CONTROL AP 2 ‘ FTE 11n AP Vi ‘ Show ll
wps

Save & Apply Cancel
SCHEDULE

Enable : Mark this field to enable the guest network or no mark to disable the guest network.
After mark the enable field it is possible change the next settings.

SSID: This filed allow modified the name of your guest network. This name appears in the list
of available wireless in your Wireless client.

Broadcast SSID : Allow watch or not the name of the network in the available network of your
wireless client.
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Active Client List : Pressing this button we can see the number of clients are connected to the
Guest network.

Press the button “Save & Apply” to save and apply the changes or press cancel to forget the
changes.

.F!e SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
BASIC SETTING Guest Network
ADVANCED This page shows and updates the wirsless setting for guest network,
SECURITY No. || Enable I SSID | Broadcast SSID I Active Client List
ACCESS CONTROL AP FTE-GUEST Enabled w Show
WPS

SCHEDULE

After the Guest network is enabled is necessary add a Wireless security of this guest network.
Select in the left menu Security. The next options are available in this screen:
"Fie

SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
tamimal
BASTC SETTING Wireless Security Setup -WLAN 5G
ADVANCED This page allows you setup wireless security. Using WEP or WPA Encryption Keys will help prevent unauthorized access to your
wireless netwark.
SECURITY
Select SSID Root AP - Ft=3450060C v | Save & Apply Cancel
ACCESS CONTROL
WPS Encryption WPAZ(AES) v
SCHEDULE Authentication Mode () Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA2 Cipher Suite Tkip Edaes
Management Frame Protection ® nonz ) capable: () required
Pre-Shared Key Format | Passphrase v
Pre-Shared Key sesennes @

*Security setting for 2.4G and 5G will sync to each other for band steering.

22

Select SSID: Choose in the list the SSID to change the Wireless security. In this example we
choose the guest network FTE-GUEST.

Encryptation : The available options are: Disable (Free network), WPA, WPA2 (AES), WPA-
Mixed. We recommend the option WPA2 (AES)

Authentitication Mode : You can select between Enterprise (RADIUS) or Personal (Pre-Shre
Key).

If choose Radius must be enter the information of RADIUS server.
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.Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
BASICSETTING Wireless Security Setup -WLAN 5G
ADVANCED This page allows you setup wireless security. Using WEP or WPA Encryption Keys will help prevent unauthorized access to your

wireless netwaork.

SECURITY

Select SSID Root AP - Fi23450060C v | Save & Apply Cancel
ACCESS CONTROL
WPS Encryption WPAZ(AES) v
SCHEDULE Authentication Mode ® Enterprise (RADIUS) ) persanal (Pre-Shared Key)
WPAZ2 Cipher Suite T Eaes
Management Frame Protection ® none '_.'=i:a|:»able ' required
RADIUS Server IP Address ™
RADIUS Server Port 11812
RADIUS Server Password

*Security setting for 2.4G and 5G will sync to each other for band steering.

Cipher Suite: Must be use between TKIP o AES.
RADIUS Server IP Address: Type in this field the IP address of the Radius server.

RADIUS Server Port: Type in this field the value of the port used for the protocol Radius. The
default value is 1812.

RADIUS Server Password: Write in this field the password to access to the RADIUS server.

If select Personal (Pre-Shared Key) is needed edit the next parameters:

.E!e SETUP WLAN 56 WLAN 2.4G EASYMESH TCP[IP FIREWALL MANAGEMENT LOGOUT
BASIC SETTING Wireless Security Setup -WLAN 5G
ADVANCED This page allows you setup wireless security. 1Using WEP or WPA Encryption Keys will help prevent unauthorized access to your
wireless network.
SECURITY
Select SSID Root AP - Fie34a006cc v | Save & Apply Cancel
ACCESS CONTROL
nEs Encryption WRAZAES) ~)
SCHEDULE Authentication Mode (_) Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA?2 Cipher Suite Tkir EdAes
Management Frame Protection ® none ) capable: O required
Pre-Shared Key Format Passphrase v
Pre-Shared Key sessnnes @

*Security setting for 2.4G and 5G will sync to each other for band steering.

Cipher Suite: If not disable the option you must be select between the option TKIP or AES.
Recommended AES.

Management Frame Protection: The available options are none, capable, required

Pre-Shared key Format: You can select between  Passphase o Hex (64 characters). The
Hex option only permits up to 64 hexadecimal characters in the field Pre-Share key.

Pre-Shared key : Type the password of the wireless network.

After do all the steps you have a new Wireless network for the guest.
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7.2.7 Wireless advance settings

We recommended left the default values of the Wireless advance setting in the WLAN 5G and
WLAN 2.4G , except if the user has high knowledge how work the wireless network.

.F_!e SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
BASIC SETTING Wireless Advanced Setti ngs -WLAN 5G
ADVANCED Thess settings are only for more ®=chnically advancad users who have a suffident knowledge about wirsless LAN, These ssttings
should not be changed unless you know what effect the changes will have on your Access Point.
SECURITY
ACCESS CONTROL Fragment Threshold 2346 (256-2346)
wPSs RTS Threshold 2347 (0-2347)

SCHEDULE Beacon Interval 100 | (20-1024 ms)
Protection Enabled ™ Disabled
Short GI ® Enabled Disabled
TX Beamforming & Enabled Disabled
TX Power '™ High Middle Low
802.11v BSS Transition Support @ Enabled Disabled
WMM Enabled Disabled
Data Rate futs W

Band Steering

Save & Apply Cancel

7.2.8 Access control

The Access control allow or not the access of the equipments in the network using the MAC
address.

Wireless Access Control Mode:  Selecting enable allow the access control. The available
options are:
» Disable: The Wireless access control is disabling.
* Allow Listed: The elements in the list are permitted the access. This option is not
compatible with security protection WPA2.
» Deny Listed: The elements in the list cannot access to the wireless network.
When wireless access control mode is not disabling, the next options are enable:

MAC Address: Type the value of MAC address to add of the Current access Control list.
Comments: Add a comment to identify the device more easily.
Press save & Apply to store and apply the changes.

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCe/Ip FIREWALL MAMNAGEMENT LOGOUT
.
BASIC SETTING Wireless Access Control -WLAN 5G
ADVANCED If you choose Allowed Listed, only those clients whose wireless MAC addressas are in the access control list will be able to connect

to your Access Point. When Deny Listed is selected, these wireless dlisnts on the list will not be able to connect to the Access Point.

SECURITY

A P, Wireless Access Control Mode: Disable v

MAC Address: | Comment:
wps

Save & Apply Cancel
SCHEDULE

Current Access Control List:
MAC Address: Comment: Select

Delete Selected Delete All Cancel
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7.2.9 Wireless Schedule

This option allows set the wireless schedule rules. You can set when the wireless is on or off.
These rules could be independent in each band WLAN 5G and WLAN 2.4G.

The schedule has 32 rules to permit do complex settings.

The options are:
Enable Wireless Schedule : If mark this checkbox enable the Wireless Schedule.

Timer Mode Switch: This schedule has two mode of operation. If add a check in this option is
the mode 1 and without mark is the mode O

Mode 0: Configure the time when the wireless is enabled from the time of the field “From” untll
the time of the field “To” in the day of the week or for all the days of the week.

Mode 1: Select the day and time in the field “From” and select the action Enable or disable.

-Fte SETUP WLAN 5G WLAN 2.46 EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
......
BASIC SETTING Wireless Schedule
ADVANCED This page allows you setup the wireless schedule rule. Do not forget to configure the system time before
enabling this feature.Supports two timing modes, default mode 0, when you enable the "Timer Mode Switch”
SECURITY switch, switch to Mode 1.
Mode 0: Set the time period from "From”™ to "To", wireless will be tumned on during this time period,
ACCESS CONTROL Mode 1: Set the start time, selact the "on" or "off” action you want to perform, and the wireless will be tumed on
or off from the start time.
WPS
Enable Wireless Schedule

SCHEDULE [”' Timer Mode Switch

Enable Day From To Action
Sun W (hour) {min) (hour) (min) (action)
sun Vv {hour) (min) v | (hour) (min) (action)
Sun s v | (hour) (min) (hour) v | (min) (action)

Enable: Check this field to allow this rules.
Day: Choose the day of the week or everyday for all the day of the week.

Remark:
The first day in the list is (Sun) Sunday and the last day is (Sat) Saturday.

From: Select the hour and minute to begin this rule.
To: Select the hour and minute to end this rule. The option is only enable in mode O
Action: this field is enabled only in mode 1. When select in the list enable, turn on the Wireless

network accorded to the day and the time of the field “From”. If select disable in the list turn off
the Wireless network.

Example mode 0. The next screen shows the setting of the Wireless Schedule. The rules
enable the Wireless from 8:00 to 18:00 from Monday to Friday.
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.Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP /1P FIREWALL MANAGEMENT LOGOUT
e
BASIC SETTING Wireless Schedule
ADVANCED This page allows you setup the wireless schedule rule. Do not forget to configure the system time before
enabling this feature.Supports two timing modas, default mode 0, when you enable the "Timer Mode Switch”
SECURITY switch, switch to Mode 1.
Mode 0: Set the time period from "From” to "To", wireless will be turned on during this time period.
ACCESS CONTROL Mode 1: Set the start time, select the "on” or "off™ action you want to perform, and the wirgless will be tumad on
or off from the start time.
wPs
Enable Wireless Schedule
SCHEDULE [Z) Timer Mode Switch
Enable Day From To Action
Mon W 08 v ) (hour) (00 v (min) 18 » ) (hour) (00 v (min) (action)
Tue v 08 v) (hour) (00 ¥) (min) 18 v) (hour) (00 v) (min) (action)
a Wed W 08 v ) (hour) (00 v ) (min) 18 v (hour) (00 V) (min) (action)
Thu 08 v (hour) (00 v (min) 18 v (hour) (00 v) (min) (action)
(Fri v 08 w | (hour) (00 w) (min) 18w (hour) (00 v (min) v | (action)
Fri v 00 v ) (hour) (00 v (min) 00 v ) (hour) (00 ) (min) - v | (action)
sun V¥ 00 ) (hour) (00 ¥ (min) 00 v (hour) (02 v) (min) (action)
Sun v 00 v) (hour) (00 v (min) 00 v) (hour) (00 ) (min) # | (action)

Example Mode 1 : This example shows the Wireless Schedule for the WLAN-2.4GHz. From
Monday to Friday we have a rule to enable the wireless from 8:00 and other rule to disable
18:00. The Saturday and Sunday will be off.

-F!e SETUP WLAN 56 WLAN 2.46  EASYMESH TCPfIP FIREWALL MANAGEMENT LOGOUT
BASIC SETTING Wireless Schedule
ADVANCED

This page allows you setup the mre ess schedule rule. Do not forgst to configure the system time before
enabling this feature. Supports two timing mades, default mode 0, when you enable the “Timer Mode Switch”
SECURITY swi itch to Mode 1.

Ma Set the time period from "From” to "Tg", wireless will be turnad on during this time period.
ACCESS CONTROL Mode 1: Set the start time, select the "on" or "off” action you want to perform, and the wireless will be tumed on
or off from the start time.
WPS
Enable Wireless Schedule
SCHEDULE Timer Mode Switch
Enable Day From To Action
Man W 08 v (hour) (00 v (min) (hour) (min) Enable v (action)
Man v 18 v (hour) (00 v) (min) {hour) {min) Disable v | (action)
/] Tue v 08 v (hour) (00 v (min) (hour) (min) Enable v (action)
Tue ¥ 18 v (hour) (00 ¥ (min) v | (hour) (min) Disable v (action)
(/] Wed 08 v ) (hour) (00 ) (min) v | (hour) < | (min) Enable v (action)
Wed W 18 v (hour) (00 v (min) (hour) {min) Disable v | (action)
Thu v 08 v (hour) (00 ) (min) v | (hour) v | (min) Enable v (action)
Thu v 18 v (hour) (o0 v | (min) (hour) {min) Disable v | (action)
Fri v 08 v (hour) (00 v (min) v | (hour) 100 v (min) Enable v (action)
Fri v 18 v (hour) (00 w) (min) {hour) < | (min) Disable v (action)

7.3 Easy Mesh

7.3.1 Network topology

In the next picture we see EASYMESH network topology of the MESH. The Controller is
identified as Maestro and the Agent device are identified as Nodol and Nodo2. The name of
each node is assigned in the section EasyMesh General of each device. The level of the text
indentation mean the child node connected to the Parent node. In this example we can see the
both agent are connected to the controller because has the same text indentation.
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EasyMesh Network Topology

This page displays the topology of EasyMesh network

Network Topology:

» Maestro | 6a8bc73a5410 1| 192.168.88.1 | = show Details
= Nodo2 | 6a8hc73a5510 | 192.168.88.100 |  Show Details
= Nodo 1| 6a8bc73a5610 1 192.168.88.107 | | show betails

Refresh

After the name is showing the MAC Address and the IP address of the device. If do left click
with the mouse over the button Show detail a window appear with a summary with the list of
agents and Wireless clients associate in each node.

In the next example we see the details of one controller device. First appear the Agents
devices in this case appear one Agent device called Agent 1 the Wireless level receiver (RSSI)
and the band used to connect the Agent device with the controller.

In the stations section we saw the list of Wireless clients, The Mac address, The vaue of RSSI
received of the device the band is connected 2G means 2.4 GHz the the Downlink and uplink
speed in Mbps.

EasyMesh Device Details Table

This table shows the details of individual EasyMesh device in the network, child neighbor list and assodated station list
Neighbor RSSI (excluding parent AP):

MAC Address Name RSSI Connected Band
6a8bc73a5010 Agenti 37 5G

Station Info:
MAC Address RSSI Connected Band Downlink Uplink
0026b6b44fch 57 2G 150 135

Refresh Close

Note:
The value of RSSI is not in dBm. In this case, while more higher is the value more signal is
received.
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7.4 TCP/IP

7.4.1 Lan Setup Settings

In this section we can configure the Local network and DHCP server used to assign the IP
address of the local network clients.

-Fte SETUP WLAN 5G WLAN 2.4G6 EASYMESH Tce/ip FIREWALL MANAGEMENT LOGOUT
.....

LAN SETTING LAN Interface Setup

WAN SETTING This page is used to configure the parameters for the local area network that connects to the LAN port of your Access Point, Here

you may change the settings for IP addresss, subnet mask, DHCP, etc.,

IP Address 192.168.88.1
Subnet Mask 255,255.255.0
DHCP Client Range 192.168.88.100 | = (192.158.88.200 | | Show Client
DHCP Lease Time 480 (1 ~ 10080 minutes)
Static DHCP Set Static DHCP
Domain Name FTE
802.1d Spanning Tree Disabled v
Configuring IPv6 LAN setting

® Config Ipvé LAN Automatically ' Config Ipvé LAN Manually

Configuring DHCPv6 Server

Enable

Configuring Router Advertisement

Enable
radvdinterfacename
MaxRtrAdvInterval

MinRtrAdvInterval

IP Address: Editing this field you can change the IP address of the MAXWIFI controller
device.

Subnet Mask: Type the Subnet mask of the MAXWIFI controller device.

DHCP Client Range : This field define the IP range used for the DHCP server inside to assign
the IP address to the Wireless customers devices. Type the first field the first IP of the range
and in the second field the last IP of the range. Please, don’t include in this IP range the IP of
the MAXWIFI controller.

Show Cliente : Press this button to show the wireless clients connected.

DHCP Lease Time: Set the time where the IP is reserved for one wireless client after it
connect. The value goes from 1 to 10090 minutes. By default the value is 480 minutes.

Domain Name: Type here the default domain name. The value by default is Fte.
802.1d Spanning Tree: Select in the list enable to allow this protocol. By default is disabled.

Configure IPV6 Lan settings: We recommended left the settings IPV6 LAN automatically.
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Do scroll in the page until arrive the end of the page and press Save & apply to save and apply
the changes.

Static DHCP:  This option allow set the same IP address to one Wireless client. The IP
address must be inside of the range of the DHCP Client range. Press the button Set Static
DHCP to watch the setup window.

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
it

LAN SETTING Static DHCP Setup

WAN SETTING This page allows you reserve IP addresses and assign the same IP address to a network device with a specified MAC address sach

time it requests an IP address. This is similar to having 3 static TP address except that the device must still request an IP address
from the DHCP server,

Enable Static DHCP
IP Address:

MAC Address:
Comment

Raturn  Save & Apply Resst

Static DHCP List:
IP Address MAC Address Comment Select

Delete Selected Delete All Reset

Enable Static DHCP: Check this field to enable this option Static DCHP

IP Address: Type the reserve IP address to assign for the wireless client. For example
192.168.88.100.

Mac Address: Type the MAC address of the wireless client.Only must be write the
alphanumeric characters of the MAC address. For example if MAC address is 00-26-b6-b4-4f-
cd, you must be type 0026b6b44fcd.

Comment: Type a description to identify the Wireless client to reserve the IP. The maximum
length is 20 characters.

Press the button Save & Apply to store and apply the changes. While the MAXWIFI store the
settings the screen will be white. When the process finish, show again the screen Static DHCP
Settings .

Press the button Reset to clear the form and refresh the current settings.

Press the button Return to back to the Lan interface setup
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.Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
maaiimal

LAN SETTING Static DHCP Setup

WAN SETTING This page allows you reserve IP addresses and assign the same [P address to a network device with a specified MAC address each

time it requests an IP address, This is similar to having a static IP address except that the device must still request an IP address
from the DHCP server,

& Enable Static DHCP
IP Address:

MAC Address:
Comment

Return Save & Apply Reset

Static DHCP List:
IP Address MAC Address Comment Select
192.168.88.100 00-26-b6-b4-4f-cd Ordenador

Delete Selected Delete All Reset

Static DHCP List

Delete Select: To delete one or several devices of the Static DCHP List, Check the field Select
of the row and press the button Delete Seleted. A confirmation will be required before deleting
items from the list. Do Click in OK button in the dialog to delete the elements or cancel to avoid
delete the elements from the list.

Delete All: Press this button to remove all items from the Static DHCP list. A confirmation will
be required before deleting items from the list. Click on Ok button to delete items or cancel to
avoid delete all element from the list.
Reset: Clear all mark on select field

Press Return button to exit of this window

7.4.2 WAN Settings

The Wan setting was explaining in the wizard. It has of tree modes DHCP client, Static IP y
PPPoOE.

Dynamic mode

-Fte SETUP WLAN 56 WLAN 2.4G6 EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
]

LAN SETTTNG WAN Interface Setup

WAN SETTING This page is used to configure the parameters for Internet network which connects to the WAN port of your Access Point. Here

you may change the access method to static 1P, DHCP, PPPoE by dlick the item value of WAN Access type.

WAN

'WAN Access Type:
DHCP

Host Name:

DNS setting

() Attain DNS Automatically
® Set DNS Manually
DNS 1: 0.0.0.0

DNS 2: 0.0.0.0
Others
Clone MAC Address: (000000000000

"] Enable Ping Access on WAN
[Zl Enable Web Server Access on WAN

Web Accessed port: 8080 |
Enable IGMP Proxy

Ipve WAN

[ Enable IPv6 WAN
Ipvb WAN Access Type: A_gtc} b

Save & Apply  Cancel =
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Static mode

. Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCR/IP FIREWALL MANAGEMENT LOGOUT
o)

LAN SETTING WAN Interface Setup

WAN SETTING This page is used to configure the parameters for Internet network which connects to the WAN port of your Access Point. Here you
may change the access method to static IR DHCR, PPPoE by click the item value of WAN Access type.

WAN
WAN Access Type: L 5‘3_'3“7”_" /
STATIC_IP

1P Address:
Subnet Mask:

Default Gateway:
MTU Size:

| (1400-1500 bytes)
DNS setting

Attain DNS Automatically
® Set DNS Manually

DNS 1:
DNS 2:

Others

Clone MAC Address: (000000000000

! Enable Ping Access on WAN
I Enable Web Server Access on WAN

Web Accessed port: (300 |
Enable IGMP Proxy
Ipv6 WAN

|1 Enable IPv6 WAN
Ipve WAN Access Type: | Auto |

Save & Apply Cancel

PPPoE mode

L Fte SETUP WLAN 5G WLAN 2.46 EASYMESH TCPfIP FIREWALL MANAGEMENT LOGOUT

LAK SETTING WAN Interface Setup

WAN SETTING Thizs page iz used to configure the paramaters for Internet network which connects to the WAN port of your Access Pomt. Here you
may change the access method to static IR DHCR, PPPoE by click the ik=m valus of WAMN Access bype.

WAN
WAN Access Type: | PFPoE s
PPPOE

User Name:
Password: | !

Service Name: | |

AC Name: l |
Connection Type: I C;Enunuz v

Idle Time: | (1-1000 minutss)
MTU Size: | {1360-1492 bytes)
DNS setting

Attain DN5S Automatically
'8 Set DNS Manually
DHNS 1:

0.0 |

DHMS 2:
Othars

Clone MAC Address: (000000000000 |
| Enable Ping Access on WAN
Enable Web Server Access on WAN

Web Accessed port: S{JBG |
Enable IGMP Proxy

Tpvi WAN

Enable IPve WAN
Ipve WAN Access Type: | Ao |

Save BApply | Cancel
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Enable Web Server Access on WAN : check this field to allow configure the MAXWIFI
controller outside of the local network, in the WAN connected to the device.

Web Accessed port: In this field you can select the port to show the Web interface from the
WAN

Save & Apply: Do click in this button to Save and apply the change.

7.5 Firewall

The MAXWIFI device has basic options to protect the local network. By default all the options
are disabled.

7.5.1 Port Filtering
Allow filter the packets of one or a range of ports from your local network to internet.

-Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCR/IP FIREWALL MANAGEMENT LOGOUT

s it

Port Filtering

SRt EE S Entries In this table are usad to restrict certain types of data packets from your local

network passing to the Internet through the Gateway. Use of these filters can be

MAC FILTERING helpful in securing or restricting your local network.
PORT FORWARDING Enable Port Filtering

Port Range:

URL FILTERING
Protocol:

DMZ
Comment:
ROUTE SETUP (save ) | Save & Apply _5 Resat )
Lo B Current Filter Table:
Port Range Protocol Comment Select
| Resst )

Enable Port Filtering: Check this field to enable the Port filtering.

Port Range: Enter a port of a range of ports

Protocol: Select between the protocols TCP, UDP or both (TCP And UDP)
Comment: Type a comments to identify the type of th e port will be filtering.
Save: Do click over this button save to only store the changes.

Save & Apply: Do click over this button save and apply the changes.

Reset: Reload the current settings and clear all the change in the form.

Current Filter Table
Show the list of the port added in port filtering.

Deleted selected: To delete one or several elements check the field select in each row you
need delete. Do click over the button to deleted the selected items. A dialog is appears to
confirm or not delete the items from the list.

Delete All: Do click in this button to delete all entries of the list. A dialog is appears to confirm
or not delete all the items from the list. Press OK to confirm.

Reset: Reload the current settings and clear all the change in the form.
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7.5.2 IP Filtering
In this option filter the IP address to avoid arrived to the internet.

-Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
— .
PORT FILTERING IP Filterlﬂg
SPETLRE RN Entries in this table are usad to restrict certain typas of data packets from your locl
network passing to the Internat through the Gateway. Use of such filters can be
MAC FILTERING helpful in securing or restricting your local network.
PORT FORWARDING [/ Enable IP Filtering

Enable IPv4 Enable IPv6
URL FILTERING
Local IPv4 Address:
DMz
Local IPv6 Address:

ROUTE SETUP Protocol: | TCP+uDP v Comment:
QOS SETUP (Save) (Ssveatpply) (Resst)
Current Filter Table:
Local IP Address Protocol Comment Select
ezt

Enable IP Filtering: Check this field enable the IP filtering.

Enable IPv4: Check this option to enable the IP address filtering for IP address of the internet
protocol version 4.

Enable IPv6: Check this option to enable the IP address filtering for IP address of the internet
protocol version 6.

Local IPV4 address: Type the local IPv4 address of the local computer will be filter the
information.

Local IPV6 address: Type the local IPv6 address of the local computer will be filter the
information.

Protocol : Select the type of protocol of the information to filter. Choose between the next
options: UDP, TCP, UDP+TCP.

Comment: Type a description to identify the computer. The maximum length is 20 characters.

Save: Press this button to save the settings. To apply the new settings press save and apply
or reboot the device.

Save & Apply: After press this button the device save the settings and apply the new settings.
Reset: Clear the form.

Current Filter table
Show the list of IP added in the IP filtering.

Deleted selected: To delete one or several entries in the list, the first step is check the field

select in the right in each row to delete. After that, press this button. Appear a dialog window to
confirm the deletion of the elements. Press OK to delete the select elements.
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Delete All: Press this button to clear the list of IP filtering. After pres th button appear a dialog
window. Press in the OK button to delete all the elements.

Reset: Reload the current settings and clear all change in the form.

7.5.3 MAC filtering

This option allows the equipments with the MAC is in the list cannot send information to
internet.

-Fte SETUP WLAN 5G WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
PORT FILTERING MAC Fllte!‘lng
IP FILTERING Entries in this table are used to rastrict certain types of data packets from your local network passing to the Internet through the

Gateway, Use of such filters can be helpful in securing or restricting your local netwark,
MAC FILTERING
Enable MAC Filtering

MAC Address:

PORT FORWARDING
URL FILTERING
Comment:

DMz
Save B Apply Cancsl

ROUTE SETUP
Current Filter Table:
MAC Address: Comment Select

QOS5 SETUP

Delete Selected Delete All Cancel

Enable MAC filtering: Check this field to enable the MAC filtering.

MAC Address: Type the MAC address of the computer to filter. Only must be type the
hexadecimal numbers.

Comment: Type a text to identify the MAC of the computer.
Save & Apply: Press this button to save and apply the change.
Cancel: If press this button clear the form.

Current Filter table
Show the list of MAC address added in the MAC filtering.

Deleted selected:

To delete one or several elements in the list of MAC filtering, the first step check the fields in
the field Select in the elements to delete. After that press this button and appear a dialog
window to confirm the operation. Press the button Ok to delete the elements of the list.

Delete All: When presses this button, appear a window to confirm delete all elements in the
list of MAC filtering. Do click in the button Ok to delete the elements of the list.

Cancel: Do click in this button to clear the form and show the currents settings.
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7.5.4 Port Forwarding
Use this option to redirect network services behind the NAT firewalll

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCcR/IP FIREWALL MANAGEMENT LOGOUT
......
PORT FILTERING Port Forwarding
1P FILTERING Entries in this table allow you to automatically redirect common network services to a specific machine behind the NAT firewall.
These settings are only necessary if you wish to host some sort of server such as 2 web server or mall server on the private local
MAC FILTERING network behind your Gateway's NAT firewall,
PORT FORWARDING Enable pﬂf‘t Forwarding
URL FILTERING WAN
S Local IP Address Local Port Range
Protocol
ROUTE SETUP Remote IP Address Remote Port Range
Comment
QoOs SETUP

Save B Apply Canocel

Current Port Forwarding Table:

Local Remote
Port  Protocol  Rprniote TP Port
Range Range

Wan
Name

Local IP

Address Status Comment  Select

Delete Selected Delete All Cancel

Enable Port Forwading: Check this field to enable this option
WAN: Check this field to allow redirect service from your WAN to the lan network.

Local IP Address: Type the IP address of the local computer will be forwarding the port or
range of the ports.

Local Port Range: Type the range of the local port in the both field. To forwarding only a port
type the first field of the range and the second left clear.

Remote IP Address: Type the IP address If only one remote computer is connected to the
network else left clear this field.

Remote Port Range: Type the range of the local port in the both field. To redirect only a port
type the first field of the range and the second left clear.

Comment: Type a text with a description of the service. The maximum length is 20 characters.
Save & Apply: Press this button to save and apply the new settings.

Cancel: Press this button to clear the form and cancel any change.

Current Port forwarding Table

Show a list of ports forwarding.

Deleted selected: To delete one or several elements in the list, the first step is check the field

Select in the elements to delete. After that press this button and appear a dialog window to
confirm the operation. Press the button Ok to delete the elements.
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Delete All: When presses this button, appear a window to confirm delete all elements in the
list of MAC filtering. Do click in the button Ok to delete the elements of the list.

Cancel: Do click in this button to clear the form and show the currents settings.

7.5.5 URL filtering
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.....
PORT FILTERING URL Filtering
IP FILTERING The URL filter is used to restrict LAN users 3ccess to the internet. Block those URLs which contzin keywords listed below.
MAC FILTERING | Enable URL Filtering
PORT FORWARDING deny url address{black list)

allow url address{white list)
URL FILTERING

URL Address

DM2Z
Save & Apply Cancel

ROUTE SETUP

e Current Filter Table:

URL Address: Select

Delete Selected Delete All Cancel

Enable URL Filtering: Check this field to enable the URL filtering.

deny url address (black List):  If select this option the URL address in the list will be block.
allow url address (White List): If select this option the URL address will be allowed.

URL Address: Type the URL address to filter.

Save & Apply: Press this button to save and apply the new settings.

Cancel: Press this button to clear the form and avoid enter the new information in the list
Current Filter table: Show a list of the URL was added

Deleted selected: To delete one or several elements in the list, the first step is check the field
Select in the elements to delete. After that press this button and appear a dialog window to

confirm the operation. Press the button Ok to delete the elements of the list.

Delete All: When presses this button, appear a window to confirm delete all elements in the
list of MAC filtering. Do click in the button Ok to delete the elements of the list.

Cancel: Do click in this button to clear the form and show the currents settings.
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7.5.6 DMZ

A Demilitarized zone is used to provide Internet services without sacrificing unauthorized
access to your lan network. Typically is used for internet servers as Web server, FTP server
and email servers.

.Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
emssimmal

PORT FILTERING DMZ

1P FILTERING A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local private netwaork,

Typically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-mail)
MAC FILTERING servers, and DNS servers.
PORT FORWARDING Enable DMZ
DMZ Host IP Address:

URL FILTERING

DMZ Save & Apply Cancel
ROUTE SETUP

QOS SETUP

Enable DMS: Check this field to enable the demilitarized zone.
DMZ Host IP address: Type the IP address the computer will be in the demilitarized zone.
Save & Apply: Do click in this button to save and apply the new settings.

Cancel: Do click over this button to cancel any change and refresh the form.

7.5.7 Route setup

Only use this option if have enough knowledge of the routing else we recommended left
disable to use el dynamic routing. Pressing the button Show route Table you can see the
current routing table.

b Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/1P FIREWALL MANAGEMENT LOGOUT
mabonas
PORT FILTERING Routlng Setup
IP FILTERING This page is used to setup dynamic routing protocol or edit static route entry.
MAC FILTERING Enable Static Route
PORT FORWARDING IP Address
URL FILTERING Subnet Mask
Gateway
DMZ
Metric
ROUTE SETUP
Interface

QOS5 SETUP

Save & Apply Cancel  Show Route Table

Static Route Table

Destination IP .
Kadicer: Netmask Gateway Metric  Interface  Status Select
Delete Salected Delete All Cancel
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7.5.8 QoS Setup (Guest Network QoS).

Enable the QoS and set the maximum Uplink and downlink speed for the guest network. By
default is disable.

"Fte

SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/1P FIREWALL MANAGEMENT LOGOUT
PORT FILTERING Guest Network QOS
IP FILTERING
| Enable QoS
MAC FILTERING
Uplink Speed (Mbps)
PORT FORWARDING = )
Downlink Speed (Mbps)
URL FILTERING
Save & Apply Reset
DMz
ROUTE SETUP
QOS SETUP
7.6 Management
7.6.1 Status
Show the status information of the device.
.F“!e SETUP WLAN 5G WLAN 2.46 EASYMESH TCP/ 1P FIREWALL MANAGEMENT LOGOUT
STATUS Access Point Status
STATISTICS This page shows the current status and some basic settings of the device.
DDNS
System
TIME ZONE SETTING Uptime Oday:2h:37m:38s
DENY OF SERVICE Firmware Version: V2.0.7
Build Time Wed Jul 28 20:11:38 CST 2021
TR-069 CONFIG
LOG WLAN 5G Configuration
UPGRADE FIRMWARE "Ode AP
Band 5 GHz (A+N+AC)
SAVE/RELOAD SETTING SSID Fte_ 7324810
PASSWORD Channel Number 149
Encryption WPAZ
BSSID 6a:8b:c7:3a:48:10
Associated Clients 0
Virtual AP 1 Configuration
Band 5 GHz (A+N+AC)
SSID EasyMeshBH-2UmdihcdR
Encryption WPA2
Reserverd for technical change and/or errors - 42 - MAXWIFI Version_EN_1.2 Fte maximal



User's manual - MAXWIFI/MAXWIFI2/MAXWIFI3

7.6.2 Statistics
Show the statistics of the send and received packet in each interfaz.

.F'!e SETUP WLAN 56 WLAN 2.46 EASYMESH TCR/IP FIREWALL MANAGEMENT LOGOUT
STATUS Statistics
STATISTICS This pags shows the packst counters for transmission and raception pertaining to wireless and Ethernet networks,
DDNS Sant Packets 15
WLAN 5G
, Euc
TIME ZONE SETTING Receiied Packets 13
Virtuol AP 2 Sent Packets 2
DENY OF SERVICE rtua
OF SERY Recaived Packets 6
TR-069 CONFIG Sent Packals 501
WLAN 2.4G .
Ve Recaived Packets 651
Sent Packels 25
UPGRADE FIRMWARE Virtual AP 2
Recaived Packels 331
SAVE/RELOAD SETTING Sant Packats 0
Ethernet LAN
PASSWORD Received Packets 0
Sent Packels 283
Ethernet WAN )
Recenved Packels 560
Refresh

7.6.3 Dynamic DNS

The Dynamic Domain name server allows resolved the URL of one site if you have a dynamic
IP address. This service must be purchased from a DDNS service provider if you needed. The
settings are:

-Fte SETUP WLAN 56 WLAN 2.46G EASYMESH TCP/1P FIREWALL MANAGEMENT LOGOUT
it
STATUS Dynamlc DNS Settlng

STATISTICS Dynamic DNS is a service that provides you with a valid, unchanging, intemet domain name (an URL) to go with a (possibly

changing) IP-address,
DODNS &
| Enable DDNS
TIME ZONE SETTING
Service Provider:

DENY OF SERVICE =
Doemain Name: host.dyndns.crg

LA e User Name/Email:

L0 Password [Key:
UPGRADE FIRMWARE Nete:
For TZ0, you can have a 30 days free inadl here or manage your TZ0 account in gontrol pane!
SAVE[RELOAD SETTING For DynDNS, you can create your DynDINS account bere
PASSWORD Save & Apply Cancel

Enable DDNS: Check this field to enable DDNS.

Service provider: Select the internet provider of DDNS. Tha available options are: DynDNS,
TZO, NO-IP, ORAY.

Domain name: Name of the URL or domain you are register in the DDNS provider
User Name/Email: Type the user name or the email depending of the DDNS provider selected

Password/Key: Type here the password.
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Save & Apply: Do click over this button to save and apply the changes.

Cancel: Do click over this button to cancel any changes in the form.

7.6.4 Time Zone settings
Set the date, time and the time zone of the device. We can set a timer to reboot the device.

.Fte SETUP WLAN 5G WLAN 2.46G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
]
stATUS Time Zone Setting
STATISTICS You can maintain the system time by synchronizing with a public time server over the Intemst.
DDNsS Current Time: 2021 ) Yr @ Mon 5 Day 12 | Hr 10 | Mn 57 | Sec
TIME ZONE SETTING Copy Computer Time
DENY OF SERVICE Time Zone Select: (GMT+01:00)&msterdam, Berfin, Barn, Rome, Stockholm, Vienna v
TR-069 CONFIG DST Mode ftn W
LOG Start Time /
UPGRADE FIRMWARE E"d Time / /
DST Offset

SAVE/RELOAD SETTING

Enable NTP dient Update
PASSWORD

NTP server: time.windows.com v
(Manual IP Setting)
(Manual IP Setting)
Enable Use Time To reboot

Time To Reboot : Sunday v) (0 wl: (00w

Save & Apply Cancel Refresh

Current time: Theses fields are the date and time of the system. Press the button refresh to
update to the current time.

Copy Computer time: Pressing this button the device gets the time of the computer and set
the current time of the device.

Time Zone Select: Choose in the list the timezone.

DST Mode: Daylight Saving Time. Choose in the list one of the next available option: Auto,
Manual and Disable. The default value is Auto. If we select manual then the field Start time,
End Time and DST Offset will be enabled.

Start Time: Must be set the month, the week, the date and time where start the Dayligth
saving time.

End Time Must be set the month, the week, the date and time where end the Daylight saving
time.

DST Offset: Choose the time offset of the daylight saving time. The values available are: +30
and +60 minutes.

Enable NTP Client Update: Check this field to allow the deice get the current time from a
internet time server.

NTP server: If itis check the previous option, select here the internet time server.
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Enable Use time to reboot:  Check this field to program a weekly reboot.
Time to Reboot: Choose the date and time to reboot the device.

Save & Apply: Press this button to save and apply the new settings.
Cancel: Cancel all change in the form.

Refresh: Reload the information of the date time from the device.

7.6.5 Denial of Service.
In this screen we can check method to avoid denial of services.

.E!e SETUP WLAN 56 WLAN 2.46 EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
STATUS Denial of Service
STATISTICS 4 “denial-of-service” (DoS) attack is charsctarized by an explicit attempt by hackers to prevent legitimate users of a service from
using that service,
ooNs Enable DoS Prevention
TIME ZONE SETTING
Whole System Flood: SYN Packets/Second
e Whole System Flood: FIN g Packets/Second
b Whole System Flood: UDP : Packets/Second
108 Whole System Flood: ICMP o Packets/Second
UPGRADE FIRHWARE Per-Source IP Flood: SYN 0 Packets/Second
SAVE/RELOAD SETTING Per-Source IP Flood: FIN i Packets/Second
PASSWORD Per-Source IP Flood: UDP b Packets/Second
Per-Source IP Flood: ICMP 1 Packets/Sacond
TCP/UDP PortScan v Sensitivity
ICMP Smurf
1P Land
1P Spoof
1P TearDrop
PingOfDeath
TCP Scan
TCP SynWithData
UDP Bomb
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7.6.6 Configuracion TR-069
In this section you can configure the access to one server TR-069 to auto configure and

update the device. If use this time of server must be fill the next field of this page.

“Fle

SETUP

TR-069 Configuration

WLAN 56 WLAN 2.4G6

EASYMESH

TCe/ip FIREWALL MANAGEMENT LOGOUT

STATUS
STATISTICS This page is used to configure the TR-069 CPE. Here you may change the setting for the ACS's parameters,
TROG9 ® Disabled Enabled
DDNS

ACS

TIME ZONE SETTING URL

DENY OF SERVICE User Name
TR-069 CONFIG Passmrd
LOG Periodic Inform Enable: ® Disableg Enabled

UPGRADE FIRMWARE Periodic Inform Interval:

Connection Request
SAVE/RELOAD SETTING
User Name
PASSWORD
Password
Path
Port o
STUN Connection
STUN: #® Disabled Enabled
STUN Server URL
STUN Server Port 0
Save & Apply Cancel
7.6.7 Log

When enable the field enable Log you can see debug information of the device. By default this

option is disable.

"Fie

: SETUP WLAN 56 WLAN 2.46 EASYMESH TCRfIP FIREWALL MANAGEMENT LOGOUT
e
STATUS System Log
STATISTICS This page can be used to set 3 remote log server and view the system log.
DDNS | Enable Log
TIME ZONE SETTING System All Wireless Dos
Enable Remote Log Log Server IP Address:
DEMNY OF SERVICE
TR-069 CONFIG i
LOG
UPGRADE FIRMWARE
SAVE/RELOAD SETTING
PASSWORD
Refresh Clear
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7.6.8 Upgrade firmware
Show the current version and allow update the firmware of the device.

-Fte SETUP WLAN 56 WLAN 2.4G EASYMESH TCP/IP FIREWALL MANAGEMENT LOGOUT
maaiimat
sTATUS Upgrade Firmware
STATISTICS This page allows you to upgrade the Access Point firmware to the latest version. Please note, do not power off the device during the
upload as it may crash the system,
DDNS N - i
Firmware Version: V2.0.7
TIRE ZONE SEETING Select File: | Salatcionar archivo | Ningln archivo sslzcdionads

DENY OF SERVICE
Upload Cancel
TR-069 CONFIG
LOG
UPGRADE FIRMWARE

SAVE/RELOAD SETTING

PASSWORD

Firmware version: Show the current software version of the device.

Select file: Do click in this button to open a dialog to select the fw.bin file with the firmware.
After select press Ok to confirm the file and close the dialog.

Upload: Do click in this button to send the firmware to the device and do the upgrade. In the
screen appears a progress of the sw upgrade. Please, don’t turn off the device and no
change of the tab or refresh the current tab of the web browser until not finish the

upgrade to avoid damage the device . The device will be reboot to load the new firmware
after finish the software upgrade.

Cancel: Cancel the upgrade before to start the upgrade procedure.

7.6.9 Save / Reload Settings

This section allow save and restore the current configuration, load the factory default or do a
reboot of the device.
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i
STATUS Save/Reload Settings
STATISTICS This page allows you to save current settings to a file or reload the settings from 2 file that was saved previously. You can also resst
the current configuration to factory defaults,
DDHS r
Save Settings to File: Save...
TIME ZONE SETTING
Load Settings from File: | Seleccionar srchivo | Ningln archive seleccionada Upload
DENY OF SERVICE
Reset Settings to Default: Reset
TR-069 CONFIG
System reboot: Reboot
LOG
UPGRADE FIRMWARE
SAVE/RELOAD SETTING
PASSWORD
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Save Settings to File: do click in the button Save to save all the current settings of the
MAXWIFI device in the file config.dat in your download folder.

Load Settings from File: Restore the setting saving in a file in the previous option. Press the
button Select file. Then appear a dialog to find the file with the configuration of the device. The
file extension is .dat. One time is found do click in the button Ok in the dialog. The last step is
press Upload to send to the device and update the settings.

Reset Settings to Default: Load the factory values and reboot the device. This option delete
all the current settings include the Wifi and local ip settings. The device need some time to
finish the process. To reconfigure the device is needed access with the default user and
password.

System Reboot: Do a reboot of the device. Wait until finish the process.

7.6.10 Password
In this section is possible modify the user and password of the Web interface.
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staTUS Password Setup
STATISTICS This page is used to setup an account to access the web server of the Access Point.
DUSS User Name
TIME ZONE SETTING New Password
DENY OF SERVICE Confirm Password
TR-069 CONFIG Save & Apply Cancel

LOG
UPGRADE FIRMWARE
SAVE/RELOAD SETTING

PASSWORD

User Name: Type the new user name.

New Password: Type the new password. Remember must be include lower and Upcase
characters and number to validate the password the device. If not appear an error message.

Confirm Password: Repeat the previous password.
Save & Apply: Do click in this button to save and apply the new settings

Cancel: Do click in this button to forget the changes.

7.7 Logout

Move the mouse to the top menu Logout and do click to close the current session and show
the login page.
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8 Technical specification

Model MAXWIFI
Code 7400101
Device interface 2x 10/100/1000 Mbps ethernet 1x Lan/ 1x (WAN)
1 x IEEE 802.11 ac/a/b/g/n Wireless LAN
LED Power / Status (coverage)
Antenna type 2 X 2 internal antennas
Wireless Speed 2.4 GHz: up to 300 Mbps
5 GHz: up to 867 Mbps

Ethernet speed 10/100/1000 Mbps (auto negotiation)
Wireless protection | WPA2-PSK (AES-CCMP and TKIP)
Wireless features » EasyMESH R1

* MIMO/MU MIMO

» DFC/TPC

 |EEE 802.11 k/v/n

« STBC/LDPC

* Band steering

* QoS: WiFi Multimedia (WMM)
» Auto rate adaptive

Operation mode * Router
» Access Point

Network features » Support IPV4 and IPV6 protocol
*  WAN options: Dynamic IP, Static IP, PPPoE
* NAT/NAPT

 802.1Q VLAN
« QoS/DSCP/802.1P

« DHCP
* IGMP v1/v2/v3
Security and » TR-069/TR-081
manager * NAT (RFC 3022) Basic firewall support

*  MAC/IP/URL filtering
« DOS Attack Prevention
e Guess Network

Max. number of |4
Agent by controller

Temperature range » Operative: 0° C — 45° C (32°F to 113°F)
» Storage: -30°C —-60° C (-22° Fto 140° F)
Humidity * Operative: 10 — 85 RH (Non-condensing)
» Storage: 10 — 90 RH (Non-condensing)
Supply voltage 12 Vdc
Power supply 100-240V~50/60Hz-0.3A / 12Vdc-1A
Power consumption <3W
(Network standby)
Maximum power TW
consumption

Dimensions 106 mm x 106mm x 99.1 mm
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